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Ðàññìîòðåíû îñîáåííîñòè ðåàëèçàöèè ñèñòåì ïîäñòàíîâîê ÷èñëîâûìè ïî-
ëèíîìàìè (×Ï) íà ïðèìåðå ñèñòåì ïîäñòàíîâîê øèôðà ÃÎÑÒ 28.147-89.
Ïîêàçàíî, ÷òî âåðõíÿÿ ãðàíèöà ñëîæíîñòè ðåàëèçàöèè ×Ï ñèñòåì ïîäñòà-
íîâîê çíà÷èòåëüíî ìåíüøå, ÷åì äëÿ ñèñòåì ïðîèçâîëüíûõ áóëåâûõ ôóíêöèé
îò òîãî æå êîëè÷åñòâà ïåðåìåííûõ.
PARALLEL REALIZATION OF SYSTEMS OF SUBSTITUTIONS

BY NUMERICAL POLYNOMS/ À.Ê. Vishnevsky (Krasnodar higher
military school (MI), Russia, 350035, Krasnodar, Krasina street, 4, E-mail:
vishn.artem@yandex.ru)./ Î.À. Finko (Kuban state technological university.
Institute of information technologies and safety. Russia, 350072, Moscow street,
2, E-mail: o�nko@yandex.ru). Features of realisation of systems of substitutions
by numerical polynoms (NP) on an example of systems of substitutions of cipher
GOST 28.147-89. It is shown, that the top border of complexity of realisation
by NP of systems of substitutions is much less than for systems of any boollean
functions from the same quantity of variables.

1. Îïåðàöèÿ ïîäñòàíîâêè êàê ñèñòåìà áóëåâûõ

ôóíêöèé

Îïèñàíèå ÷èñëîâûìè ïîëèíîìàìè ôóíêöèé àëãåáðû ëîãèêè îáåñïå÷èâàåò âîçìîæ-
íîñòü ïàðàëëåëüíîé ðåàëèçàöèè òèïîâûõ îïåðàöèé, èñïîëüçóåìûõ â ñèììåòðè÷íûõ øèô-
ðàõ (Òàáëèöà 1) óíèâåðñàëüíûì ìàòåìàòè÷åñêèì àïïàðàòîì. Ýòî ïîçâîëÿåò ñîêðàòèòü
àïïàðàòíûå ðåñóðñû è èñïîëüçîâàòü èõ ñ ìàêèñìàëüíîé ïðîèçâîäèòåëüíîñòüþ [1]:
~⊕ � âåêòîðíàÿ îïåðàöèÿ ñëîæåíèÿ ïî (mod 2),
≪≫ � öèêëè÷åñêèé ñäâèã (âëåâî, âïðàâî) íà i ðàçðÿäîâ,
� � ñëîæåíèå ïî (mod 2n − i), i ∈ {0, 1}, n ∈ N ,
� � âû÷èòàíèå ïî (mod 2n − i), i ∈ {0, 1}, n ∈ N ,
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Òàáëèöà 1. Òèïîâûå îïåðàöèè ñèììåòðè÷íûõ øèôðîâ

GOST Kasumi Blow�sh IDEA CAST SAFER Misty Camellia SEAL

~⊕ ~⊕ ~⊕ ~⊕ ~⊕ ~⊕ ~⊕ ~⊕ ~⊕ ~⊕
(32 bit) (7,9 bit) (32 bit) (16 bit) (16 bit) (8 bit) (7,9 bit) (64 bit) (32 bit)

≪≫ 11 ≪ i ≪ i ≪ i ≪ 1 ≪ 1 ≪

≫ 1

� 232

232 − 1

232 216 216 28

� 216 − 1

‖ 32 ‖ 32 7 ‖ 9 32 ‖ 32 64 ‖ 64 16 ‖ 16 64 ‖ 64 7 ‖ 9 64 ‖ 64

‖ ‖ ‖ ‖

7 ‖ 9 16 ‖ 16 64 ‖ 64 7 ‖ 9

S 4× 4 7× 7 8× 32 8× 16 8× 8 7× 7 8× 8

9× 9 9× 9

P 16× 16 2× 2

⊗ 216 − 1

‖ � êîíêàòåíàöèÿ,
S � áëîê ïîäñòàíîâêè,
P � áëîê ïåðåñòàíîâêè,
⊗ � óìíîæåíèå ïî (mod 2n − i), i ∈ {0, 1}, n ∈ N.

Îïåðàöèÿ ïîäñòàíîâêè ñòåïåíè k = 2log k èñïîëüçóåòñÿ â áîëüøèíñòâå ñîâðåìåííûõ
áëî÷íûõ øèôðîâ (Òàáëèöà 1), ïîýòîìó èìååò ñìûñë ðàññìîòðåòü îñáåííîñòè åå ÷èñëîâîé
ðåàëèçàöèè.

Ïîäñòàíîâêà � ýòî âçàèìíî îäíîçíà÷íîå îòîáðàæåíèå êîíå÷íîãî ìíîæåñòâà â ñåáÿ.
Ïðè ñîîòâåòñòâóþùåé íóìåðàöèè (èëè óïîðÿäî÷åíèè) ýëåìåíòîâ êîíå÷íîãî ìíîæåñòâàM ,
íà êîòîðîì îïðåäåëåíà ïîäñòàíîâêà, åå ìîæíî ñâåñòè ê ïîäñòàíîâêå íà íåêîòîðîì êîíå÷-
íîì ïîäìíîæåñòâå íàòóðàëüíûõ ÷èñåë.

Òàêèì îáðàçîì ïîäñòàíîâêà σt ñòåïåíè k = 2log k:

(1) σt =

(
1 2 . . . k

σ
(1)
t σ

(2)
t . . . σ

(k)
t

)
,

ãäå σ
(i)
t , i ∈ {1, 2, . . . , k};σ(i)

t 6= σ
(j)
t , i 6= j.

Ñèñòåìà ïîäñòàíîâîê èìååò âèä:

(2) σ =



σ1 =

(
1 2 . . . k

σ
(1)
1 σ

(2)
1 . . . σ

(k)
1

)
,

σ2 =

(
1 2 . . . k

σ
(1)
2 σ

(2)
2 . . . σ

(k)
2

)
,

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

σs =

(
1 2 . . . k

σ
(1)
s σ

(2)
s . . . σ

(k)
s

)
.

Òîãäà âåêòîð áóëåâûõ çíà÷åíèé, ïðèíèìàåìûõ σt (t ∈ {1, 2, . . . , s}) (Òàáëèöà 2), îáî-
çíà÷èì êàê:

(3) ~σt =
(
f

(1)
t (~xt) f

(2)
t (~xt) . . . f

(log k)
t (~xt)

)
,
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ãäå f

(i)
t (~xt) � áóëåâà ôóíêöèÿ (ÁÔ), îïðåäåëåííàÿ íà âåêòîðå ñóùåñòâåííûõ áóëåâûõ ïå-

ðåìåííûõ:

~xt =
(
x

(1)
t x

(2)
t . . . x

(log k)
t

)
.

Òàáëèöà 2. Òàáëèöà èñòèííîñòè σt

� x
(1)
t x

(2)
t . . . x

(log k)
t σt f

(1)
t f

(2)
t . . . f

(log k)
t

1 0 0 . . . 0 σ
(1)
t f

(1)
t (~x

(1)
t ) f

(2)
t (~x

(1)
t ) . . . f

(log k)
t (~x

(1)
t )

2 0 0 . . . 1 σ
(2)
t f

(1)
t (~x

(2)
t ) f

(2)
t (~x

(2)
t ) . . . f

(log k)
t (~x

(2)
t )

...
...

...
...

...
...

...
...

...
...

k 1 1 . . . 1 σ
(k)
t f

(1)
t (~x

(k)
t ) f

(2)
t (~x

(k)
t ) . . . f

(log k)
t (~x

(k)
t )

Ñîîòâåòñòâåííî âåêòîð ñèñòåìû (2) ïîäñòàíîâîê (Òàáëèöà 3):
~σ = (~σ1 ~σ2 . . . ~σs) ,

ãäå ~σ èíòåðïðåòèðóåòñÿ êàê ñèñòåìà ÁÔ:

(4) F (~x1, ~x2, . . . , ~xs) = F (~x) =



f
(1)
1 (~x1),

. . . . . . . . . . ,

f
(log k)
1 (~x1),
. . . . . . . . . . ,

f
(1)
s (~xs),

. . . . . . . . . . ,

f
(log k)
s (~xs);

ïðè ýòîì ëåêñèêîãðàôè÷åñêèé ïîðÿäîê óïîðÿäî÷åííûõ ñóùåñòâåííûõ ïåðåìåííûõ:

~x =
(
x

(1)
1 . . . x

(log k)
1 . . . x(1)

s . . . x(log k)
s

)
,

ñîõðàíÿåòñÿ äëÿ êàæäîé σt â îòäåëüíîñòè.

Òàáëèöà 3. Òàáëèöà èñòèííîñòè ñèñòåìû ïîäñòàíîâîê σ

� ~x1 ~x2 . . . ~xs σ1(~x1) σ2(~x2) . . . σs(~xs) σ(~x)

1 ~x
(1)
1 ~x

(1)
2 . . . ~x

(1)
s σ

(1)
1 (~x

(1)
1 ) σ

(1)
2 (~x

(1)
2 ) . . . σ

(1)
s (~x

(1)
s ) σ(1)(~x(1))

2 ~x
(2)
1 ~x

(2)
2 . . . ~x

(2)
s σ

(2)
1 (~x

(2)
1 ) σ

(2)
2 (~x

(2)
2 ) . . . σ

(2)
s (~x

(2)
s ) σ(2)(~x(2))

...
...

...
...

...
...

...
...

...
...

k ~x
(k)
1 ~x

(k)
2 . . . ~x

(k)
s σ

(k)
1 (~x

(k)
1 ) σ

(k)
2 (~x

(k)
2 ) . . . σ

(k)
s (~x

(k)
s ) σ(k)(~x(k))
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2. Ïîñòðîåíèå ÷èñëîâîãî ïîëèíîìà

Ñóùåñòâóþò ðàçëè÷íûå ñïîñîáû ðåàëèçàöèè ñèñòåì ÁÔ . Îïðåäåëåííûå ïðèåìóùåñòâà
èìååò ïðåäñòàâëåíèå â ÷èñëîâîé íîðìàëüíîé ôîðìå [2].

ÁÔ â ðÿäå ñëó÷àåâ ìîãóò áûòü ïðåäñòàâëåíû êàíîíè÷åñêèì ×Ï è ëèíåéíûìè ×Ï [1,
3].

×Ï èëè ÷èñëîâàÿ íîðìàëüíàÿ ôîðìà [4] ÁÔ èìååò âèä:

(5) P (~x) =
2n∑
i=1

aix
i1
1 x

i2
2 . . . x

in
n ,

ãäå ~x = (x1 x2 . . . xn), ai ∈ Z,

(i1i2 . . . in)2 =
n∑

j=1

2n−jij (ij ∈ {0, 1}),

x
ij
j =

{
xj, ij = 1,

1, ij = 0.

Ïðåäñòàâèì f
(i)
t (~xt) â ÷èñëîâîé íîðìàëüíîé ôîðìå (5):

P (i)(~xt) =
k∑

i=1

aix
i1
t,1x

i2
t,2 . . . x

ilog k

t,log k,

ãäå aj ∈ Z, ij ∈ {0, 1}.
Òîãäà ïîäñèñòåìà ÁÔ (3), ñîîòâåòñòâóþùàÿ ïîäñòàíîâêå σt ìîæåò áûòü ïðåäñòàâëåíà

×Ï:

(6)

Dt(~xt) =

log k∑
j=1

2jP
(j)
t (~xt)

=
k∑

i=1

cix
i1
t,1x

i2
t,2 . . . x

ilog k

t,log k,

ãäå ci ∈ Z,

(i1i2 . . . ilog k)2 =

log k∑
j=1

2log k−jij (ij ∈ {0, 1}),

x
ij
j =

{
xj, ij = 1,

1, ij = 0.

Íàêîíåö ñèñòåìà (2) ïîñðåäñòâîì (3) ìîæåò áûòü ðåàëèçîâàíà ×Ï:

(7)

N = H(~x)

=
s∑

t=1

2(t−1) log kDt(~xt)

=
∑

i=1, ...,k
t=1, ...,s

dt,ix
i1
t,1x

i2
t,2 . . . x

ilog k

t,log k (mod 2s log k),
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ãäå dt,j ∈ Z2s log k , N = (y1y2 . . . ys log k)2 � ïðåäñòàâëåíèå ÷èñëà N â äâîè÷íîé ñèñòåìå ñ÷èñ-
ëåíèÿ, â êîòîðîì ðàçðÿäû y1, y2, . . . , ys log k ÿâëÿþòñÿ ðåçóëüòàòîì âû÷èñëåíèÿ ÁÔ:

f (log k)
s (~xs), . . . , f

(1)
s (~xs), . . . , f

(log k)
1 (~x1), . . . , f

(1)
1 (~x1).

3. Àëãîðèòì ïîñòðîåíèÿ ÷èñëîâîãî ïîëèíîìà ñèñòåì

ÁÔ

Ðåàëèçàöèþ ÁÔ ×Ï ìîæíî ñâåñòè ê ñòðîãîé ïîñëåäîâàòåëüíîñòè äåéñòâèé, êîòîðóþ
â ñâîþ î÷åðåäü ìîæíî ðåàëèçîâàòü àïïàðàòíî-ïðîãðàììíûìè ñðåäñòâàìè.

1. Ïîñòðîåíèå òàáëèöû èñòèííîñòè n-ìåñòíîé, d-âûõîäíîé ÁÔ (Òàáëèöà 4).

Òàáëèöà 4. Òàáëèöà èñòèííîñòè n - ìåñòíîé, d - âûõîäíîé ÁÔ

� x1 x2 . . . xn y1 y2 . . . yd

1 0 0 . . . 0 y1(00 . . . 0) y2(00 . . . 0) . . . yd(00 . . . 0)
2 0 0 . . . 1 y1(00 . . . 1) y2(00 . . . 1) . . . yd(00 . . . 1)
...

...
...

...
...

...
...

...
...

2n 1 1 . . . 1 y1(11 . . . 1) y2(11 . . . 1) . . . yd(11 . . . 1)

2. Âû÷èñëåíèå âåêòîðà èñòèííîñòè: ~Y = (Y1 Y2 . . . Y2n)>, ãäå

Yi =
d∑

j=1

2j−1yj
i .

3. Âû÷èñëåíèå êîýôèöèåíòîâ ×Ï (6):

~c = A2n ~Y ,

ãäå ~c = [c0 c1 . . . c2n−1 ]> � âåêòîð êîýôôèöèåíòîâ (6) (àðèôìåòè÷åñêèé ñïåêòð ÁÔ [5]).
Ìàòðèöà

A2n =

[
A2n−1 0
−A2n−1 A2n−1

]
ÿâëÿòñÿ n-îé êðîíåêåðîâñêîé ñòåïåíüþ

A2n =
n⊗

t=1

A1

áàçîâîé ìàòðèöû A1 =

[
1 0
−1 1

]
.

4. Óìíîæåíèå âåêòîðà ìîíîìîâ â ñîîòâåòñòâèè ñ èõ ëåêñèêîãðàôè÷åñêèì ïîðÿäêîì íà
âåêòîð-ñòîëáåö êîýôôèöèåíòîâ ×Ï:

P (~x) =


c0
c1
c2
c3
. . .
c2n−1

 ·


1
xn

xn−1

xn−1xn

. . .
x1x2 . . . xn

 .
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5. Âû÷èñëåíèå j-ãî âûõîäíîãî çíà÷åíèÿ ÁÔ íà i-òîì íàáîðå ïåðåìåííûõ [5]:

y
(j)
i =

⌊P (~x)

2j

⌋
(mod 2).

4. Ïðèìåð

Ðåàëèçàöèÿ áëîêà ïîäñòàíîâîê øèôðà ÃÎÑÒ 28.147-89. Çíà÷åíèÿ ïîäñòàíîâîê âçÿòû
èç [6]:

σ1 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
4 10 9 2 13 8 0 14 6 11 1 12 7 15 5 3

)
,

σ2 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
14 11 4 12 6 13 15 10 2 3 8 1 0 7 5 9

)
,

σ3 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
5 8 1 13 10 3 4 2 14 15 12 7 6 0 9 11

)
,

σ4 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
7 13 10 1 0 8 9 15 14 4 6 12 11 2 5 3

)
,

σ5 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
6 12 7 1 5 15 13 8 4 10 9 14 0 3 11 2

)
,

σ6 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
4 11 10 0 7 2 1 13 3 6 8 5 9 12 15 14

)
,

σ7 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
13 11 4 1 3 15 5 9 0 10 14 7 6 8 2 12

)
,

σ8 =

(
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 15 13 0 5 7 10 4 9 2 3 14 6 11 8 12

)
.

Âû÷èñëåíèå ×Ï (6) äëÿ êàæäîé ïîäñòàíîâêè:

D1(~x1) = 2x1 − 10x1x3 − x1x4 − 18x2x3 − 11x2x4−
− 13x3x4 − 8x1x2 + 9x2 + 5x3 + 6x4 + 21x1x2x3+

+ 14x1x2x4 + 19x1x3x4 + 32x2x3x4 − 48x1x2x3x4 + 4,

D2(~x2) = 6x5x6 + 16x5x7 + 4x5x8 + 19x6x7 + 10x6x8+

+ 11x7x8 − 12x5 − 8x6 − 10x7 − 3x8 − 20x5x6x7−
− 19x5x7x8 − 23x6x7x8 + 28x5x6x7x8 + 14,
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D3(~x3) = 2x9x11 − 13x9x10 − 2x9x12 − 2x10x11 − 10x10x12+

+ 9x11x12 + 9x9 + 5x10 − 4x11 + 3x12 + 7x9x10x11 + 3x9x10x12−
− 15x9x11x12 − 4x10x11x12 + 18x9x10x11x12 + 5,

D4(~x4) = 4x13x14 − 11x13x15 − 16x13x16 + 6x14x15 + 2x14x16−
− 15x15x16 + 7x13 − 7x14 + 3x15 + 6x16 − 4x13x14x15 − x13x14x16+

+ 31x13x15x16 + 13x14x15x16 − 22x13x14x15x16 + 7,

D5(~x5) = 4x17x19 − 3x17x18 + 7x18x19 + 4x18x20 − 12x19x20 − 2x17 − x18+

+ x19 + 6x20 − x17x18x19 − 7x17x18x20 + 11x17x19x20−
− 3x18x19x20 − 8x17x18x19x20 + 6,

D6(~x6) = 3x21x22 − x21x23 − 4x21x24 − 12x22x23 − 12x22x24−
− 17x23x24 − x21 + 3x22 + 6x23 + 7x24 + 13x21x22x23 + 12x21x22x24+

+ 11x21x23x24 + 34x22x23x24 − 32x21x22x23x24 + 4,

D7(~x7) = 16x25x26 + 23x25x27 + 12x25x28 + 11x26x27 + 14x26x28−
− x27x28 − 13x25 − 10x26 − 9x27 − 2x28 − 29x25x26x27 − 22x25x26x28−

− 16x25x27x28 − 7x26x27x28 + 32x25x26x27x28 + 13,

D8(~x8) = 8x29 − 18x29x31 − 21x29x32 − 7x30x31 − 12x30x32−
− 27x31x32 − 7x29x30 + 4x30 + 12x31 + 14x32 + 15x29x30x31+

+ 24x29x30x32 + 45x29x31x32 + 19x30x31x32 − 38x29x30x31x32 + 1,

ãäå ~x = (~x1 ~x2 . . . ~x8).
Âû÷èñëåíèå îáùåãî ×Ï (7) äëÿ âîñüìè ïîäñòàíîâîê:
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H(~x) = 2x1 − 10x1x3 − x1x4 − 18x2x3 − 11x2x4 − 13x3x4 − 8x1x2+

+ 9x2 + 5x3 + 6x4 + 21x1x2x3 + 14x1x2x4 + 19x1x3x4+

+ 32x2x3x4 − 48x1x2x3x4 + 96x5x6 + 256x5x7 + 64x5x8+

+ 304x6x7 + 160x6x8 + 176x7x8 − 192x5 − 128x6 − 160x7−
− 48x8 − 320x5x6x7 − 304x5x7x8 − 368x6x7x8+

+ 448x5x6x7x8 + 512x9x11 − 3328x9x10 − 512x9x12−
− 512x10x11 − 2560x10x12 + 2304x9 + 1280x10 − 1024x11 + 2304x11x12+

+ 768x12 + 1792x9x10x11 + 768x9x10x12 − 3840x9x11x12−
− 1024x10x11x12 + 4608x9x10x11x12 + 16384x13x14−
− 45056x13x15 − 65536x13x16 + 24576x14x15 + 8192x14x16−
− 61440x15x16 + 28672x13 − 28672x14 + 12288x15+

+ 24576x16 − 16384x13x14x15 − 4096x13x14x16 + 126976x13x15x16+

+ 53248x14x15x16 − 90112x13x14x15x16 + 262144x17x19−
− 196608x17x18 + 458752x18x19 + 262144x18x20 − 786432x19x20−
− 131072x17 − 65536x18 + 65536x19 + 393216x20 − 65536x17x18x19−
− 458752x17x18x20 + 720896x17x19x20 − 196608x18x19x20−
− 524288x17x18x19x20 + 3145728x21x22 − 1048576x21x23−
− 4194304x21x24 − 12582912x22x23 − 12582912x22x24−
− 17825792x23x24 − 1048576x21 + 3145728x22 + 6291456x23+

+ 7340032x24 + 13631488x21x22x23 + 12582912x21x22x24+

+ 11534336x21x23x24 + 35651584x22x23x24−
− 33554432x21x22x23x24 + 268435456x25x26+

+ 385875968x25x27 + 201326592x25x28 + 184549376x26x27+

+ 234881024x26x28 − 16777216x27x28 − 218103808x25−
− 167772160x26 − 150994944x27 − 33554432x28−
− 486539264x25x26x27 − 369098752x25x26x28−
− 268435456x25x27x28 − 117440512x26x27x28+

+ 536870912x25x26x27x28 + 2147483648x29 − 4831838208x29x31−
− 5637144576x29x32 − 1879048192x30x31 − 3221225472x30x32−
− 7247757312x31x32 − 1879048192x29x30 + 1073741824x30+

+ 3221225472x31 + 3758096384x32 + 4026531840x29x30x31+

+ 6442450944x29x30x32 + 12079595520x29x31x32+

+ 5100273664x30x31x32 − 10200547328x29x30x31x32 + 491156964.

5. Îöåíêà ïîëó÷åííîãî ÷èñëîâîãî ïîëèíîìà

Âåðõíÿÿ ãðàíèöà ñëîæíîñòè ×Ï L ñèñòåìû ïîäñòàíîâîê (2) îò s log k ïåðåìåííûõ
ðàâíà [7]:

L = s(2log k − 1) + 1,
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÷òî äëÿ ÃÎÑÒ 28.147-89 ñîñòàâëÿåò:

L = 8(24 − 1) + 1 = 121,

íî â òîæå âðåìÿ âåðõíÿÿ ãðàíèöà ñëîæíîñòè ×Ï L1 äëÿ ñèñòåìû ïðîèçâîëüíûõ ÁÔ îò
òîãî æå êîëè÷åñòâà ïåðåìåííûõ ðàâíà:

L1 = 2s log k = 232 = 4292967296.

Ò.å. ïðè ðàâíûõ êîëè÷åñòâàõ ïåðåìåííûõ â ÷àñòíîì è îáùåì ñëó÷àÿõ âûèãðûø â
ñëîæíîñòè ×Ï ñîñòàâëÿåò:

L1

L
=

4292967296

121
≈ 35495597 ðàç.
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